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AN ACT concerning el ectronic mail

Be it enacted by the People of the State of Illinois,

represented in the General Assenbly:

Section 5. The Electronic Mil Act 1is anmended by
changi ng Section 10 and addi ng Sections 17, 20, 25, 30, 35,

and 40 as foll ows:

(815 I LCS 511/10)

Sec. 10. Unsolicited or msleading electronic mail
prohi biti on.

(a) No individual or entity may initiate or cause to be
initiated an unsolicited electronic mail advertisenment if the
electronic mail advertisenent (i) wuses a third party's
| nternet domain name w thout perm ssion of the third party,
or otherwi se msrepresents any information in identifying the
point of origin or the transm ssion path of an electronic
mai | advertisenment or (ii) contains false or msleading
information in the subject |ine.

(b) This Section applies when the unsolicited electronic
mail advertisenment is delivered to an Illinois resident via
an electronic mail service provider's service or equipnent
| ocated in this State.

(c) Any person;--ether--than-an-electronte-mail-serviee
provider; who suffers actual damages as a result of a
violation of this Section commtted by any individual or
entity may bring an action agai nst such individual or entity.
The injured person may recover attorney's fees and costs, and
may elect, in lieu of recovery of actual danmages, to recover
the Ilesser of $10 for each and every unsolicited electronic
mai | advertisenent transmtted in violation of this Section,
or $25,000 per day. The injured person shall not have a

cause of action against the electronic mail service provider
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t hat nmerely transmts the wunsolicited electronic nai
advertisenment over its conputer network.

(d) (Blank). Any-eleetronte-matl--serviee--provider--who
suffers--actual - - dannges--as--a-resutt-of-a-violation-of-this
Seett on-connt tted- by-any-t ndi vi dual - or-entity--may--brtng--an
actt on- agat Ast - such- i ndi vi dual - or-ent i ty- - - The- i n} ur ed- person
fray- f ecover - at t of ney- s- f ees- and- cost s; - and- ray-eleet; -t n-tteu
of - -recovery- - of - act ual - darnnges; -t o- recover -t he-  esser - of - $10
f or - each- and- every-unsolt et t ed- el ect ront e- mat | - - adver t + senent
transmitted-in-violation-of -this-Seetton;-or-$25; 000- per - day-

(e) The provi si ons of this Section shall not be
construed to limt any person's right to pursue any
additional civil renmedy otherw se allowed by | aw

(f) An electronic mail service provider may, upon its
own initiative, block the receipt or transm ssion through its
service of any unsolicited electronic mail advertisenent that
it reasonably believes is, or wwll be, sent in violation of
this Section.

(g0 No electronic mail service provider nmay be held
liable for any action voluntarily taken in good faith to
bl ock the receipt or transm ssion through its service of any
unsolicited electronic mail advertisenment which it reasonably
believes is, or will be, sent in violation of this Section.

(Source: P.A 91-233, eff. 1-1-00.)

(815 I LCS 511/17 new)

Sec. 17. Requi renents relating to transnissions of

unsolicited commercial electronic mail.

(a) Information to be included in transm ssi ons.

(1) In gener al . A per son who transmts an

unsolicited comercial electronic nmnil message shal

cause to appear in each such electronic nail nessage the

i nfornation specified in paragraph (2).

(2) Covered infornation. The follow ng infornmation
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shall appear at the beginning of the body of an

unsolicited comercial electronic nmnil message under

par agraph (1):

(A) The nane, physical address, electronic

mai | address, and tel ephone nunber of the person who

initiates transm ssion of the nessage.

(B) The nane, physical address, electronic

mai | address, and tel ephone nunber of the person who

created the content of the nmessaqge, if different

fromthe informati on under subparagraph (A).

(C) A statenent that further transm ssions of

unsolicited comer ci al electronic mail to the

reci pient by the person who initiates transni ssion

of the nessage nay be stopped at no cost to the

recipient by sending a reply to the originating

electronic mmil address wth the word "renove" in

t he subject |ine.

(b) Routing i nf or nati on. Al | | nt er net routing

information contained wthin or acconpanying an el ectronic

mai | nessage described in subsection (a) nust be accurate,

valid according to the prevailing standards for |nternet

protocols, and accurately reflect nessage routing.

(c) Operation. The requirenents in this Section becone

operative 30 days after the effective date of this anendatory

Act of the 92nd General Assenbly.

(815 ILCS 511/ 20 new)

Sec. 20. Oversight of unsolicited conmmercial electronic

(a) Transni Ssions.

(1) In general. Upon notice froma person of the

person's receipt of electronic mail in violation of a

provi sion of Section 17 or 35, the Conm ssion:

(A may conduct an investigation to deternine
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whether or not the electronic mail was transmtted

in violation of such provision; and

(B) if the Conmmission deternmnes that the

electronic mail was transmtted in violation of such

provi sion, may:

(i) inpose upon the person initiating the

transm ssion a civil fine in an anmbunt not to

exceed $15, 000;

(ii) commence a civil action to recover a

civil penalty in an amount not to exceed

$15, 000 against the person initiating the

transni ssi on;

(iii) comence a civil action to seek

injunctive relief; or

(iv) proceed under any conbi nation of the

authorities set forth in clauses (i), (ii), and
(iii).

(2) Deadline. The Comm ssion nay not take action

under paragraph (1)(B) with respect to a transni ssion of

electronic mail nore than 2 years after the date of the

transni ssi on.

(b) Adm nistration.

(1) Notice by electronic neans. The Conmni SSion

shall establish an Internet web site with an electronic

mail address for the recei pt of notices under subsection

(a).

(2) Information on enforcenent. The Conmi ssi on

shal | make available through the Internet web site

est abl i shed under paragraph (1) information on the

actions taken by the Conmi ssi on under subsecti on

(2)(1)(B).

(815 | LCS 511/ 25 new)

Sec. 25. Duty of Illinois Attorney Ceneral.
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(a) In general. VWhenever the Attorney General has reason

to believe that the interests of Illinois residents have been

or are being threatened or adversely affected because any

person iS engaging in a pattern or practice of t he

transnm ssion of electronic mail in violation of a provision

of Section 17 or 35, the Attorney General may bring a civil

action on behal f of its residents to enjoin such

transmi ssion, to enforce conpliance with such provision, to

obtain danages or other conpensation on behalf of its

residents, or to obtain such further and other relief as the

court considers appropri ate.

(b) Notice to Comm ssi on.

(1) Notice. The Attorney Ceneral shall serve prior

witten notice of any civil action under this Section on

t he Conm ssion and provide the Conmission with a copy of

its conplaint, except that if it is not feasible for the

Attorney GCeneral to provide such prior notice, the

Attorney General shall serve witten notice inmmediately

on instituting such action.

(2) R ghts of Conmission. On receiving a notice

with respect to a civil action under paragraph (1), the

Commi ssion shall have the right:

(A) to intervene in the action;

(B) upon so intervening, to be heard in al

matters arising therein; and

(C) tofile petitions for appeal.

(c) Actions by Commi ssion. Whenever a civil action has

been instituted by or on behalf of the Conm ssion for

violation of a provision of Section 17 or 35, the Attorney

Gener al may, during the pendency of such action, institute a

civil action under this Section agai nst any defendant naned

in the conplaint in such action for violation of any

provision as alleged in the conpl aint.

(d) Construction. For purposes of bringing a civil
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action under subsection (a), nothing in this Section shal

prevent the Attorney GCeneral from exercising the powers

conferred on the Ofice of the Illinois Attorney General to

conduct investigations or to adm nister oaths or affirnations

or to conpel the attendance of witnesses or the production of

docunentary or other evidence.

(e) Venue; service of process. Any civil action brought

under paragraph (1) nmay be brought in the county in which the

defendant or in which the interactive conputer service

provider is located, is an inhabitant, or transacts business

or wherever venue s proper under the Code of G vil

Pr ocedur e. Process in such an action nay be served in any

district or county in which the defendant is an i nhabitant or

in which the defendant nay be found.

(g) Definition. In this Section, "Attorney GCeneral"

means the Attorney General of 1llinois.

(815 | LCS 511/30 new)

Sec. 30. Interactive conputer service providers.

(a) Exenption for certain transm Ssi ons.

(1) Exenption. Section 17 or 35 shall not apply to

a transmssion of electronic mail by an interactive

conputer service provider unless:

(A) the provider initiates the transm ssion;

(B) the transnmission is not nade to its own

cust oners.

(2) Construction. Nothing in this subsection nay be

construed to require an interactive conputer service

provider to transmt or otherw se deliver any electronic

mai | nessage.

(b) Actions by interactive conputer service providers.

(1) In general. In addition to any other renedies

avai |l abl e under any other provision of law, any
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interactive conputer service provider adversely affected

by a violation of a provision of Section 17 or 35 nmay,

within one year after discovery of the violation, bring a

civil action against a person who vi ol at es such

provision. Such an action may be brought to enjoin the

violation, to enforce conpliance with such provision, to

obtain danmnges, or to obtain such further and other

relief as the court considers appropri ate.

(2) Dannges.

(A In general. The anbunt of damages in an

action under this subsection for a violation

specified in paragraph (1) may not exceed $15, 000

per viol ation.

(B) Relationship to other danmges. Danages

awarded for a violation under this subsection are in

addition to any other damages awardable for the

vi ol ati on under Section 10 of this Act.

(C) Costs and fees. The court nmay, in issuing

any final order in any action brought under

paragraph (1), award costs of suit, reasonable costs

of obtaining service of process, reasonabl e attorney

fees, and expert witness fees for the prevailing

party.

(3) Venue; service of process. Any civil action

br ought under paragraph (1) may be brought in the county

in which the defendant or in which the interactive

conputer service provider is located, is an inhabitant,

or transacts business or wherever venue i S proper under

the Code of Civil Procedure. Process in such an action

may be served in any county in which the defendant is an

i nhabitant or in which the defendant nmay be found.

(c) Interactive conputer service provider defined. | n

this Section, "interactive conputer service provider" has the

meaning given the term "interactive conputer service" in
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Section 230(e)(2) of the Communications Act of 1934 (47

U.S.C 230(e)(2)).

(815 I LCS 511/ 35 new)

Sec. 35. Receipt of transni ssions by private persons.

(a) Ternmination of transn ssions. A person who receives

fromany other person an electronic nuil message reqguesting

t he term nati on of further transmssion of commercial

electronic mmil shall cease the initiation of further

transm ssions of such nail to the person maki ng the request.

(b) Affirmative authorization of transm ssions.

(1) In ogeneral. Subject to paragraph (2), a person

may aut hori ze another person to initiate transni ssions of

unsolicited commercial electronic mail to the person

(2) Availability of term nation. A per son
initiating transni ssi ons of electronic mmil under
paragraph (1) shall include, with each transnission of

such nmmil to a person authorizing the transn ssion under

that paragraph, the information specified in Section

17(a) (2) (c).

(c) Constructive authorization of transm ssions.

(1) In ogeneral. Subject to paragraphs (2) and (3),

a person who secures a good or service from or otherw se

responds el ectronically to, an offer in a transn ssion of

unsolicited commercial electronic mail shall be deened to

have authorized the initiation of transm ssions of

unsolicited comercial electronic nmail fromthe person

who initiated the transm ssi on.

(2) No authorization for requests for ternination.

An electronic mail request to cease the initiation of

further transm ssions of electronic mail under subsecti on

(a) shall not constitute authorization for the initiation

of further electronic mail under this subsecti on.

(3) Availability of term nation. A per son
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initiating transni ssi ons of electronic mail under

paragraph (1) shall include, with each transnission of

such mail to a person deened to have authorized the

transm ssion under that paragraph, t he i nformati on

specified in Section 17(a)(2)(c).

(d) Operation. Subsections (a), (b)(2), and (c)(3)

becone operative 30 days after the effective date of this

anendatory Act of the 92nd General Assenbly.

(815 | LCS 511/ 40 new)

Sec. 40. Additional definitions. As used in Sections 17

t hrough 35 and in this Section:

"Commercial electronic mail" nmeans any electronic nmai

(i) contains an advertisenent for the sale of a

pr oduct or service;

(ii) <contains a solicitation for the use of a

t el ephone nunber, the use of which connects the user to a

person or service that advertises the sale of or sells a

product or service; or

(iii) pronotes the use of or contains a list of one

or nore Internet sites that <contain an adverti senment

referred to in subparagraph (i) or a solicitation

referred to in subparagraph (ii).

"Initiate the transm ssion" in the case of an electronic

mai | message neans to originate the electronic nail nessage,

and does not enconpass any intervening interactive conputer

service whose facilities may have been used to rel ay, handl e,

or otherwise retransnit the electronic mail nessage, unl ess

the intervening interactive conput er service pr ovi der

knowingly and intentionally retransmts any electroni c nni

in violation of Section 17 or 35.

"Comm ssion" neans the lllinois Comrerce Conm SSion.
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